 Engineering 102 
Project two – Encryption with photos

Secure communication is millennia old, and new methods and cyphers are always being developed. As increasing communication is done over the internet, 21st century engineers will need to confront secure communication like never before. There are many methods of encrypting and decrypting messages, and this project will explore a few of them, including encrypting messages and hiding them in plain sight in an image. 
You will be assigned teams of 4.  Each team member will be responsible for analyzing some data, with comprehensive analysis by the whole group. Team members who do not contribute substantially in their groups can be replaced, and team members who are in poorly performing groups may move to other groups. 
Four cyphers will be used, one for each member. The team must determine which team member will do which one. For teams with fewer than four members, they need only to do one per team member. So teams of three need only do three of the cyphers. The cyphers are all lower case and contain only letters, numbers and a space. For each, the letters correspond to numbers starting a 1 and going to 217 in increments of 6 (same length of vector as the letters).
 Four image files are provided, one for each team member. Each member should use a different image, but there is not a requirement to use any particular image with any specific cypher. Any image can be used with any cypher, but each member of the team should have his or her own cypher and image unique from the other members on the team (DO NOT CHANGE THE NAME OF IMAGE FILE). 
Cypher A 
(Alphabet broken in half, count down M-A, then Z-N, “space”, then numbers 0 through 9)
‘M, L, K, J, I, H, G, F, E, D, C, B, A, Z, Y, X, W, V, U, T, S, R, Q, P, O, N, “space”, 0, 1, 2, 3, 4, 5, 6, 7, 8, 9’
Cypher B 
(Vowels at the beginning, consonants (all alphabets should be Uppercase), “space”, numbers 0 through 9)
‘A,E,I,O,U,B,C,D,F,………..Y,Z, “space” ,0,1,2, … 9 ’
Cypher C 
(Numbers 0 through 9, “space”, vowels in reverse, then all consonants in reverse (all alphabets should be Uppercase))
‘0,1,2, … 9 ,“space”,U,O,I,E,A,Z,Y,X,…….D,C,B’
Cypher D
 (Vowels at the end after Z (all alphabets should be in Uppercase), “space”, numbers 0 through 9)
‘B,C,D,F,……….X,Y,Z,A,E,I,O,U, “space”,0,1,2, … 9 ’
Important programming information: 
· You must use the techniques taught in the course to solve this project. 
· Perform the following analysis in a single MATLAB script file (one per team member) named “Project_2_Firstname_Lastname.m “. 
· Each member must write his or her own code, and team member’s codes may not be identical. 
· The team must work together to divide the work and to complete the final analysis. In all cases except where noted MATLAB must do the computations and analysis and generate the output. 
· Computed values for outputs must be used, values may not be hard coded into the code unless noted. 
· Use comment statements to separate parts of the code and suppress all output to the command window except the required output. 
· The code must be capable of handling any message of any length, not just the one you use as an example.
Individual portion:
1. Create a message to be encrypted. The minimum length of the message is 2500 characters, and the program should be capable of handling a message of any length up to that number. It must check the length of the message and inform the user if it’s too long. Generate your selected encryption cypher and convert the message to the numerical equivalent. This must be done using loops. 
2. Reshape the vector into a message matrix 50 x 50 using reshape command.  
3. Display in the command window which of the cyphers you are using. Display the message to be encrypted and its numerical equivalent using display statements. It should read: 
Original Message
Your Message
Numerical Message
Numerical message
Encoded Matrix
Encoded Numerical Matrix
4. Import your image using imread(‘  '). Display the image in a figure window using imshow(‘  ‘)  and title it “Original Image” 
5. Define the position of row and column to insert the encoded numerical matrix. (Remember that the position cannot be more than the value of sum of size of image and the size of Encoded Matrix)
6. Embed the encoded message starting from the positions defined i.e., using loops, replace the pixels (numbers) of image with the encoded numerical matrix. (For example, the encoded numerical message is of size 50 x 50 and the positions to embed the message are row = 100 and col = 100. So the program should be capable of replacing all values of images from position (101,101) to (100+50,100+50))
7. Display the image in a new figure window and title it “Encoded Image” 
8. Extract the encoded message from the image using the reverse of the process in step 5. 
9. Change the numbers back to string values and display the string message
Decoded Message
Should be same as Your Numerical message
Decrypted Message
Should be same as Your Original Message
Note: Output should consist of only the required lines in the command window and four figures. 







PROJECT DELIVERABLES
a) MATLAB Code (40%): Deadline: 21st April 2020 11:59 pm individually submitted code that performs required calculations. Name your file, your firstname_lastname.m. This portion of the project must be done individually.

b) Technical Report (35%): Deadline: 29th April 2020 11:59 pm (Team members will be announced during class.  One submission per group. You must upload an electronic copy uploaded to Turn it in eCampus. 

Note about Background: Your background section of the technical report should include background research in areas of cryptography, history of cryptography, types of encryption, current uses, future applications, ethics surrounding cryptography, and other topics related to this project. These are guidelines of topics, students are encouraged to expand upon this selection of topics. If you are unsure if a topic is relevant, contact your instructor. The group should determine which topics will be covered by which team member using the guidelines above. Each team member will select and write about a different topic. Team memberships may be changed if needed. Each section should be about a page of double spaced text (12 pt font), with at least THREE referenced with proper in text citations.
Note about Discussion and Conclusions: The discussion and conclusion portions of the technical report should at the very least address the efficacy of the program, whether this is a secure method of sending messages, and why or why not, and how it could be improved upon. 

c) Presentation (15%): Presentations should be recorded by Zoom. Prepare your powerpoint presentation ahead of time. Schedule a Zoom meeting (wvu.zoom.us, login with WVU credentials) with your team members for recording the presentation. The youtube link below can provide some guidance in recording the presentation https://www.youtube.com/watch?v=_xGzip9IgNM.
[bookmark: _GoBack]Please remember that the presentation recording must be formal. So please make sure every team member talk through their part of presentation and have smooth transition from speaker to speaker. Everyone has to be in formal
Make sure all the team members are visible in the recording through the participants window on the top or on the right. Zoom automatically highlights the speaker, so I know who is speaking.
You can have one-person control through the slides and everyone speak through.
Deadline: 27th April 2020, 11:59 pm. 

d) Peer Reviews (10%) Deadline: 30th April 2020, 11:59 pm. 



PROJECT MANAGEMENT DELIVERABLES
Gantt Chart, Intro and Background, and Team Charter are required components and will be included in the assignment portion of the course grade.   Due dates for these items will be set by your instructor:

A) Team Charter and Gantt Chart due 3rd April 2020, 11:59 pm, Group assignment
B) Meeting Videos due 5th April 2020, 11:59 pm, Group assignment
C) Individual Psuedo Code due 12th April 2020, 11:59 pm, Individual assignment. 
D) Meeting Videos due 29th April 2020, 11:59 pm, Group assignment













Group Meetings: 
You can use collaborate ultra or zoom for group meetings.
· To use Zoom, go to wvu.zoom.us. Login with WVU credentials and setup a meeting. You will see and option to record the meeting.
· To use collaborate ultra. Go to Project Groups on left side of course in eCampus  Click on Collaborate under Group Tools (shown in below image) and you will be connected through Collaborate Ultra Session. You can record the session by clicking on the 3 lines of top left corner.
[image: ]
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