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The increase in signal from 94.6 to 94.75, represents which concept in radio signaling:
	
	A.
	Bandwidth

	
	B.
	Gain

	
	C.
	Bit rate

	
	D.
	802.11

	
	E.
	802.3
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Which of the following is true about the antenna above?
	
	A.
	It focuses its signal in a narrow range

	
	B.
	It has rapid signal attenuation

	
	C.
	It does not need to be pointed at a reciever

	
	D.
	Signal spreads in all directions (omnidirectional)

	
	E.
	It is not used for radio communication



802.11’s 2.4GHz and 5GHz frequency bands are considered:
	
	A.
	Unlicensed radio bands

	
	B.
	Licensed radio bands

	
	C.
	FM

	
	D.
	AM

	
	E.
	UHF



	
	




Which network management command is the most dangerous in security terms?
	
	A.
	SET

	
	B.
	GET

	
	C.
	PUT

	
	D.
	PUSH

	
	E.
	PULL



An IPv4 mask is a 32-bit string of 1s and 0s. A /8 mask means:
	
	A.
	The last 32 bits of the IPv4 address are 0's

	
	B.
	The first 8 bits of the IPv4 address are 1's

	
	C.
	The first 8 bits of the IPv4 address are 0's

	
	D.
	The first 32 bits of the IPv4 address are 1's

	
	E.
	The last 8 bits of the IPv4 address are 1's


A passphrase is considered one of the most secure passwords.
 True 
 False
As frequencies get higher (e.g., 2.4GHz to 5GHz), signal attenuation over distance:
	
	A.
	Increases faster

	
	B.
	Decreases faster

	
	C.
	Remains neutral

	
	D.
	Propagates Faster

	
	E.
	Does nothing

	
	
	Why do most switches run Spanning Tree Protocol by default?
	
	A.
	It monitors how the network is functioning

	
	B.
	It manages the VLAN database

	
	C.
	It prevents switching loops

	
	D.
	It provides connections between border gateways

	
	E.
	It stops data from forwarding until all devices are updated



How many non-overlapping frequency bands does 2.4 GHz service band in 802.11 have?
	
	A.
	3

	
	B.
	5

	
	C.
	7

	
	D.
	32

	
	E.
	68




How many slave devices can a master have in Bluetooth?
	
	A.
	1

	
	B.
	2

	
	C.
	5

	
	D.
	6

	
	E.
	7




If a network mask of 255.128.0.0 is applied to 128.171.0.0 what are the number of bits in the network part (Excel might come in handy)?
	
	A.
	9

	
	B.
	12

	
	C.
	16

	
	D.
	37

	
	E.
	42


If Access Point A is on Channel 1, Access Point B on Channel 6, Access Point C on Channel 11, and Access Point D on Channel 4 and all are in proximity with each other. Which will cause interference?
	
	A.
	Access Points B and D

	
	B.
	Access Points A and B

	
	C.
	Access Points A and C

	
	D.
	Access Pooints B and C

	
	E.
	No access points will cause interference because they are all on different channels.


In IPv4 the version number is represented by what bits at the beginning of the IP header?
	
	A.
	0100

	
	B.
	1000

	
	C.
	1110

	
	D.
	0110

	
	E.
	0011


In IPv6 the version number is represented by what bits at the beginning of the IP header?
	
	A.
	0110

	
	B.
	0100

	
	C.
	1110

	
	D.
	0011

	
	E.
	2101


In TCP the normal Four-Way Close:
	
	A.
	FIN –> ACK –> Data –> ACK –> FIN –> ACK

	
	B.
	SYN –> SYN/ACK –> ACK

	
	C.
	RST

	
	D.
	FIN –> ACK

	
	E.
	FIN –> SYN –> FIN –> SYN


IP is a reliable protocol.
 True 
 False 
IPv6 addresses are how long?
	
	A.
	48 bits

	
	B.
	64 bits

	
	C.
	128 bits

	
	D.
	256 bits

	
	E.
	1024 bits


IPv6 are usually expressed in?
	
	A.
	Dotted Decimal Notation

	
	B.
	Prefix Notation

	
	C.
	10BaseT notation

	
	D.
	Hexadecimal Notation

	
	E.
	None of the Above


IPSec is defined at what layer of the OSI model?
	
	A.
	Application

	
	B.
	Transport

	
	C.
	Internet

	
	D.
	Data Link

	
	E.
	Physical


Near Field Communication operates in what frequency band?
	
	A.
	13.56 kHz

	
	B.
	2.4 kHz

	
	C.
	5.0 kHz

	
	D.
	2.4 GHz

	
	E.
	5.0 GHZ


What is the subnet address for a host with the IP address 200.10.5.168/28?
	
	A.
	200.10.5.132

	
	B.
	200.10.5.156

	
	C.
	200.10.5.160

	
	D.
	200.10.5.255

	
	E.
	200.10.5.0


Some attacks do not take advantage of advanced technological methods but, rather, use human shortcomings to gain access that should be otherwise denied. What term describes this type of attack?
	
	A.
	Biometrics

	
	B.
	Perimeter security

	
	C.
	Malware

	
	D.
	Social engineering

	
	E.
	IDS system


TCP is a reliable protocol
 True 
 False 
The IPv6 Part Length at the Interface ID is set at how many bits:
	
	A.
	4

	
	B.
	8

	
	C.
	16

	
	D.
	32

	
	E.
	64


The power level at 10 meters is 40 mW. At 20 meters, it is 10 mW. How many dB has it lost?
	
	A.
	-6.02

	
	B.
	+30.00

	
	C.
	-30.25

	
	D.
	+6.02

	
	E.
	-30.00


Which network performance optimization technique can delay packets that meet certain criteria to guarantee usable bandwidth for other applications?
	
	A.
	Jitter control

	
	B.
	Load balancing

	
	C.
	Access lists

	
	D.
	Logical network mapping

	
	E.
	Traffic shaping


What does a row tell you in a routing table?
	
	A.
	The next-hop router to send the packet

	
	B.
	The IP address range it applies

	
	C.
	The route

	
	D.
	The interface

	
	E.
	All of the Above


What field in the IP header represents the IPv6 equivalent of Time to Live?
	
	A.
	Hop Limit

	
	B.
	Traffic Class

	
	C.
	Flow Label

	
	D.
	Next Header

	
	E.
	Payload Length


What has driven the switch from IPv4 to IPv6?
	
	A.
	Running out of IPv4 addresses

	
	B.
	IPv4 is more ineffecient than IPv6

	
	C.
	An update was required to address security issues

	
	D.
	IPv4 is an unmitigated disaster

	
	E.
	IPv6 does not waste bits in the IP address


What is the maximum TCP message size?
	
	A.
	Unlimited

	
	B.
	65,536 octets

	
	C.
	24,432 octets

	
	D.
	2,404 octets

	
	E.
	1024 octets


What is the rated speed of High-Speed Bluetooth
	
	A.
	24 Mbps

	
	B.
	2.4 Mbps

	
	C.
	3 Mbps

	
	D.
	50 Mbps

	
	E.
	12 Mbps


What piece of information is missing at the source computer for an ARP request?
	
	A.
	The destination's MAC address

	
	B.
	The source's MAC address

	
	C.
	The destination's IP address

	
	D.
	The source's IP address

	
	E.
	Both the destinations MAC address and IP address


When a packet has multiple matches in a routing table what breaks the tie among rows?
	
	A.
	The one with the lowest cost

	
	B.
	The one with the highest cost

	
	C.
	The one with the lowest speed

	
	D.
	The one with the most column matches

	
	E.
	The next hop router


Which following represents the IPv6 address 3201:0013:fe23:0000:0000:0000:de43:0dea in shorthand?
	
	A.
	3201:13:fe23::de43:dea

	
	B.
	3201:0013:fe23::::de43:dea

	
	C.
	3201:13:fe23::::de43:0dea

	
	D.
	3201:0013:fe23::de43:dea

	
	E.
	320113fe23de430dea


Which is NOT a top-level domain:
	
	A.
	.exe

	
	B.
	.info

	
	C.
	.uk

	
	D.
	.net

	
	E.
	.eu


Which is NOT one of the parts of an IPv6 address?
	
	A.
	Network Part

	
	B.
	Routing Prefix

	
	C.
	Subnet ID

	
	D.
	Interface ID

	
	E.
	None of the Above


Which of the following is an exterior routing protocol:
	
	A.
	BGP

	
	B.
	EIGRP

	
	C.
	OSPF

	
	D.
	NAT

	
	E.
	TCP


Which of the following is NOT a part of IPv4 hierarchical addressing?
	
	A.
	Network

	
	B.
	Subnet

	
	C.
	Host

	
	D.
	Client

	
	E.
	None of the Above


Which of the following would affect signal attenuation the most:
	
	A.
	Concrete Wall

	
	B.
	High Humidity

	
	C.
	Drywall Construction

	
	D.
	Single Wall Construction

	
	E.
	Palm Trees


A customer has a network. They wish to attain of ~3Gbps speed on devices connected to the network. Which cable type would you recommend that would meet the speed requirement and be able to span distances of 200m.
	
	A.
	Cat6a UTP

	
	B.
	MMF

	
	C.
	Cat5 UTP

	
	D.
	Cat5e UTP

	
	E.
	Cat6 UTP
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