Question: Protocol Design and Analysis


DigiLock – A new very smart lock


In this assignment, your task is to design a next generation of smart lock system called DigiLock using cryptographic primitives and protocols introduced in the lecture (symmetric block ciphers (DES, 3DES, AES), asymmetric ciphers (RSA, ECC), digital signatures and hashing). Each DigiLock device communicates over a wireless point-to-point channel with other locks in its radio environment (e.g., within a building). The DigiLock system supports programming of various access control policies. For example, DigiLock1 could be set up to unlock only if DigiLock2 and DigiLock3 are locked.

Programming of DigiLocks, firmware updates, and installation of new software on DigiLocks is done by using a special device called DigiLock Programming Device (DPD) which uses wireless connection to communication with DigiLocks. Only authorised users can install software on DigiLocks using DPD; user authorisation to DPD is based on a passwords [Note: you can assume that the authorised users have already set up the password on DPD]

[bookmark: page3]Your task is to:

1. Describe the main security requirements; identify and justify a realistic threat model for the described scenario. (a good answer would probably take 1-2 pages)

2. Describe the overall system model of the DigiLock System. (a good answer would probably take 1-2 pages)

3. Design DigiLock security protocols to enable the communication between the user and DPD, and between DPD and DigiLocks (a good answer would probably take 1-2 pages)

4. Only trusted firmware from DigiLock Corp. can be installed on DigiLocks. Describe the firmware update procedure which includes download of the firmware and installing it on DigiLocks. (a good answer would probably take 1-2 pages)

5. Design a DigiLock protocol that implements the access control policy from the example above. (a good answer would probably take 1-2 pages)

[Note: remember to state all assumptions clearly and to discuss and justify advantages and disadvantages of your design choices].

Guidance

Present protocols using the notation we had in class wherever possible (symmetric block ciphers (DES, 3DES, AES), asymmetric ciphers (RSA, ECC), digital signatures and hashing), and state any extra assumptions or notation you use.

A long answer is not necessary: although there are several questions, it would be surprising if your final submission were more than ten pages long; it might be somewhat shorter. Be sure, however, to answer thoroughly and (where appropriate) realistically.

Answers which pursue the loose ends are of course those more likely to gain distinction-level grades.

Any discussion of the security of real/realistic systems is likely to be covered in depth on a range of web sites. You are not expected to show a thorough knowledge of these, and you should certainly not make extensive quotes from web sites or books. Of course, if you do refer to external sources of information, you must make clear what you have referred to, and the extent of any quote or re-use of ideas.



[bookmark: page4]Assessment Criteria

Within each question, the assessment is intended to judge:

· the extent to which you can understand and explain the main themes in, and parameters of, information systems security and cryptographic protocols;

· your understanding of the available major classes of solutions, including their capabilities, strengths, and weaknesses;

· whether you are able to apply suitable evaluation techniques to the consideration of unfamiliar scenarios and solutions;

· [bookmark: _GoBack]your appraisal of how present developments and future trends may affect the viability and security of particular technologies. Appropriate application of the principles taught in the course will offer an excellent means of demonstrating the relevant capabilities.

