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# Step 1 - Importing the Dependencies

import datetime

import hashlib

# Step 2 - Create a Block

class Block:
    
    blockNo = 0
    data = None
    next = None
    hash = None
    nonce = 0
    previous_hash = 0x0
    timestamp = datetime.datetime.now()

    def __init__(self, data):
        self.data = data

    def hash(self):
        h = hashlib.sha256()

        h.update(
        str(self.nonce).encode('utf-8') +
        str(self.data).encode('utf-8') +
        str(self.previous_hash).encode('utf-8') +
        str(self.timestamp).encode('utf-8') +
        str(self.blockNo).encode('utf-8')
        )
        return h.hexdigest()
        #Printing the Output of our Blockchain
    def __str__(self):
        return "Block Hash: " + str(self.hash()) + "\nBlockNo: " + str(self.blockNo) + "\nBlock Data: " + str(self.data) + "\nHashes: " + str(self.nonce) + "\n--------------"

# Step 3 - Create a Blockchain

class Blockchain:

    diff = 20
    maxNonce = 2**32
    target = 2 ** (256-diff)

    block = Block("Genesis")
    head = block

    def add(self, block):
        block.previous_hash = self.block.hash()
        block.blockNo = self.block.blockNo + 1

        self.block.next = block
        self.block = self.block.next

    def mine(self, block):
        for n in range(100000):
            if int(block.hash(), 16) <= self.target:
                self.add(block)
                print(block)
                break
            else:
                block.nonce += 1

# Step 4 - Call the blockchain class and generate 10 random blocks

'''blockchain = Blockchain()

for n in range(10):
    blockchain.mine(Block("Block " + str(n+1)))

# Step 5 - Print the blockchain

while blockchain.head != None:
    print(blockchain.head)
    blockchain.head = blockchain.head.next'''


class ChainValidation:
    def headcheck(self):
        num = 0
        issue_count = 0
        tmp_hash = blockchain.head.hash()
        block = blockchain.head
        while block !=None:
            first_hash = block.hash ()

            if num > 0:
              second_hash = block.previous_hash
              #print ("Previous Block Hash: ", tmp_hash)
              #print ("This Block Previous Hash: ", second_hash)
              if(tmp_hash != second_hash) :
                  issue_count = issue_count + 1 #This will increment the counter that we'll check at the end
                  print ("Issue detected in block: ", block.blockNo)
            tmp_hash = first_hash
            block = block.next
            num = num+1 # Just for that if condition
        
        if issue_count > 0:
          return str ("Blockchain Not Linked Properly, Issues Highlighted")
        else:
          return("====== All Links of Blocks Checked====== \n ---Blockchain Pporperly Linked---\n")

    def integrity_check(self):
          num = 0
          issue_count = 0
          tmp_hash = blockchain.head.hash()
          block = blockchain.head
          while block !=None:
              if num > 1: # This is > 1 because check start 2nd block
                          # Previous Hash of 2nd block is picked, and hash of 1st block is computed and compared
                  second_hash = block.previous_hash
                  # print("Self Computed Hash: ", tmp_hash)
                  # print ("Linked Hash:\n ", second_hash)
                  # One can use all these commented prints to cross-check
                  if(tmp_hash != second_hash):
                      issue_count = issue_count + 1
                      print("Data is tampered in block No: ", blockchain.head.blockNo-1)

              hsh = hashlib.sha256()
              hsh.update(
              str(block.nonce).encode('utf-8')+
              str(block.data).encode('utf-8')+ 
              str(block.previous_hash).encode('utf-8')
              )
              tmp_hash = hsh.hexdigest()
               #print ("temporay Hash: ",tmp_hash)
              block = block.next
              num = num+1 #Just for that if condition
          
          if issue_count > 0:
              print("blockchain is tampered, Iussues Highlighted") 
          else:
              print("======Integrity of block and data is checked==== \n ---blochain is not tampered---\n")
#-------Basic Intialization---------#

print("====== Blockchain Network====")
no_of_block = int(input("Enter the number of block to be mined: "))

#-------Basic Intialization---------#

blockchain = Blockchain()

for n in range(no_of_block):
    blockchain.mine(Block("Block " + str(n+1)))

#-------Basic Intialization---------#

print("""====== Blockchain Network====
...
Enter your choice:
""")
choice = int(input())
if choice == 1:
  print(ChainValidation().headcheck())
  (ChainValidation().integrity_check())

while blockchain.head != None:
    print(blockchain.head)
    blockchain.head = blockchain.head.next
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