Project 3: Malware Analysis

CS 6262



Agenda

* Part 1: Analyzing Windows Malware
» Part 2: Analyzing Android Malware



Scenario

* Analyzing Windows Malware

* You got a malware sample from the wild. Your task is to discover what the
malware does by analyzing it

« How do you discover the malware’s behaviors?

 Static Analysis
« Manual Reverse Engineering
* Programming binary analysis
* Dynamic Analysis
* Network behavioral tracing
* Run-time system behavioral tracing(File/Process/Thread/Registry)
« Symbolic Execution
* Fuzzing



Scenario

* [n our scenario, you are going to analyze the given malware with
tools that we provide.

* These tools help you to analyze the malware with static and
dynamic analysis.

* Objective
1. Find which server controls the malware (the command and control (C2)
server)

2. Discover how the malware communicates with the command and

control (C2) server
« URL and Payload

3. Discover what activities are done by the Linux malware
 Attack activities



Scenario

* Requirement

« Make sure that no malware traffic goes out from the virtual machine

« But, updating the malware (stage 2), and downloading the Linux malware (stage 3)
must be allowed for us to understand the malware’s behavior

* The command and control server is dead. You need to reconstruct it
* Use tools to reconstruct the server, then reveal hidden behaviors of the malware

* Analyze network traffic on the host, and figure out the list of available
commands for the malware

« Analyze network traffic trace of the host, and figure out what malware does
« Write down your answer into assignment-questionnaire.txt



Project Structure

* A Virtual Machine for Malware analysis

* Please install/update to the latest version of VirtualBox.
* https://www.virtualbox.org/wiki/Downloads

 Download the VM

« Download the project VM from one of the following links
* https://b.gatech.edu/37glH40

« Unarchive the file with 7zip and password is cs6262
e MD5 Hash: 07f0248a5e78e8cfdd29176bb8b12b95


https://www.virtualbox.org/wiki/Downloads

Project Structure

* Network Configurations
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Project Structure

* Network Configurations
* tap0
* Virtual network interface for Windows XP
 |P Address: 192.168.133.101

* br0

* A network bridge between Windows XP and Ubuntu
* |P Address: 192.168.133.1

* enp0s3

* A network that faces the Internet

» |P Address: 10.0.2.15 (it varies with your VirtualBox
settings)



Project Structure

* Open VirtualBox

* Go to File->Import Appliance.

» Select the ova file and import it.

* For detailed information on how to import the VM, see:

* https://docs.oracle.com/cd/E26217_01/E26796/html/gs-import-vm.html

* VM user credentials

« Username: analysis

« Password: analysis



https://docs.oracle.com/cd/E26217_01/E26796/html/qs-import-vm.html

Project Structure

* In the Virtual Machine (VM)

* Files
* init.py
 This initializes the project environment
» Type your Georgia Tech username (your Canvas login name) after running this
« e.g % ./init.py
e update.sh
» This script updates the VM if any further update has been made by TAs

 Please run this script when you start the project! (If it says that
you're already updated when you run it, that’s fine)

* If you have already completed stage 1 before running update.sh, you do NOT
need to redo stage 1 — but you will need to run update.sh to complete stage 2

* archive.sh
 This will archive the answer sheet for submission (create a zip file)



Project Structure

* In the Virtual Machine (VM)

* Directories
* Vvm
» Adirectory that stores the Windows XP virtual machine (runs with QEMU)
« We use the given VM for both Cuckoo and a testbed. Please see page 19.
* shared

» A shared directory between the Ubuntu host and Windows guest (XP is running on a VM
within your project VM). You can copy/move files to or from this directory.

» Please see page 22.
e report

» The answer sheet for project questionnaire.
e setup

» Required files for setting up the machine. You don’t need to modify, nor use the files in this
directory.



Project Structure

* In the Virtual Machine (VM)

* Directories

* tools

* network
» Configure your network firewall rules (iptables) by editing iptables-rules.
* You can allow/disallow/redirect the traffic from the malware
» ‘/reset’ command in this directory will apply the changes

 cfg-generation (CFG stands for Control-Flow Graph)
* An analysis tool that helps you to find interesting functions of malicious activity
* You need to edit score.h to generate the control-flow graph
» Use xdot to open the generated CFG.



Project Structure

* In the Virtual Machine (VM)

* Directories
* tools
¢ Sym-exec
» A symbolic executor (based on angr: https://github.com/angr)

» Helps you to figure out the commands that malware expects

» Use cfg-generation tool to figure out the address of the function of
interests

e c2-command
» A simplified tool for C2 server reconstruction
* You can write down command in the *.txt file as a line

* It will randomly choose one command at a time to send to the
malware



https://github.com/angr)

Project Structure

 Malware

- stage1.exe — stage 1 malware

« It will download the stage 2 malware if this malware receives the correct
command

» stage2.exe — stage 2 malware

« It will download the stage 3 malware if this malware receives the correct
command
» payload.exe — the linux malware attack payload
* Analyze the dynamic instruction trace

» Write a script to detect where the C&C communication happens — Find the
loop entry point and function sequence in the loop

» Add constraint to symbolic execution to limit the loop to one

« Find the feasible attacks within given set of possible attacks.



Questionnaire
» 1) To get credit for the project, you have to answer the

« 2) Please strictly follow the format or the example answer for each

question in assignment-questionnaire.txt. TAs use a autograder for
your submission.
* Windows Part
 Read ~/report/assignment-questionnaire.txt
« Carefully read the questions, and answer them in ~/report/assignment-
questionnaire.txt

« For each stage, there are 4-6 questions regarding the behavior of the malware.

 Android Part

 READ ~/Android/MaliciousMessenger/writeup.pdf
« Carefully read the writeup, answer in ~/report/assignment-questionnaire.txt




Submitting Questionnaire

* Required files

 Zip the following files and upload to Canvas
* Running ~/archive.sh will automatically zip all of the files
» ~/report/assignment-questionnaire.txt
» Stage1l.exe, stage2.exe, payload.exe (linux malware)
» ~/tools/network/iptables_rules
» ~/tools/cfg-generation/score.h

* Running ~/archive.sh will create report.zip automatically
» Please check the content of your zip file before submitting it to Canvas



Tutorial (for stage1.exe malware)

« Update the project 3 before begin.
* Open the terminal (Ctrl-Alt-T, or choose terminal from the menu)
* Run, ./update.sh
« It will update any necessary files that are required for this project.

angr) analysis@analysis-VirtualBox:~

Already up-to-date.
UPDATE FIN




Tutorial (for stage1.exe malware)

* |nitializing the project
* Open the terminal (Ctrl-Alt-T, or choose terminal from the menu)
* Run ./init.py

 Type your Georgia Tech username (the login name used for Canvas)
 This will download the stage1 malware (stage1.exe) into the ~/shared directory

M T

analysis@analysis-VirtualBox: ~

File Edit View Search Terminal Help

(angr) analysis@analysis-VirtualBox:~$ ./init.py
Type your GT login ID
kpark302jj




Tutorial (for stage1.exe malware)

« Special NOTE

* These are malware samples hosted under the Goergia Tech Network

* |t is likely that security measures would kick in and encrypt these files
* That is, all the malware samples you will be downloading during this project

e IMPORTANT

« After each download, make sure to check the type of file.

* |n the linux VM, execute
« $ file <path-to-exe>

* |f the result of that is an archive of some sort then execute:

* unzip <path-to-exe>
« Password: infected

(angr) analysis@analysis-VirtualBox:~/shared$ file stagel.exe
stagel.exe: Zip archive data, at least v2.0 to extract

(angr) analysis@analysis-VirtualBox:~/shared$ unzip stagel.exe
Archive: stagel.exe

[stagel.exe] stagel.exe password:

replace stagel.exe? [y]es, [n]o, [A]ll, [N]one, [r]ename: y
inflating: stagel.exe

(angr) analysis@analysis-VirtualBox:~/shared$ |}




Tutorial (for stage1.exe malware)

« Special NOTE
» For stage1 and stage2, the file format should be

(angr) analysis@analysis-VirtualBox:~/shared$ file stagel.exe

stagel.exe: PE32 executable (GUI) Intel 80386, for MS Windows
* For stage3, the file format should be

(angr) analysis@analysis-VirtualBox:~/shared$ file payload

payload: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), statically linked, not stripped



Tutorial - Secure Experiment Environment

* We need a secure experiment environment to execute the

malware.
* Why?
 Insecure analysis environment could damage your system

* You may not want:

* Encrypting your file during a ransomware analysis

« Infecting machines in your corporate network during a worm analysis

» Creating a tons of infected bot client in your network during a bot/trojan
analysis

 The solution:

 Contain malware in a virtual environment

* Virtual Machine

* Virtual Network
» Conservative rules(allow network traffic only if it is secure)

* We provide a Win XP VM as a testbed!



Tutorial - Run Win XP VM

* Run Windows XP Virtual Machine with virt-manager
* Open a terminal
» Type "virt-manager” and double click "winxpsp3"
* Click the icon with the two monitors and click on "basecamp”

Virtual Machine Manager

winxpsp3 on QEMU/KVM

E Mo b L @ - =o »u@ &
Name ~ (PUusage T
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No snapshol selecled.



Tutorial - Run Win XP VM

* Run Windows XP Virtual Machine with virt-manager
* Right click on basecamp, and click "Start snapshot.” Click Yes if prompted.

* Once, virt-manager successfully calls the snapshot, click Show the graphical
console.
* Click on the Windows Start Menu and Turn off Computer.
* Then select Restart

winxpsp3 on QEMU/KVM

6 o= 8- &

A Coarnes 1o 1t B

Guest not running




Tutorial - Run Win XP VM

DO NOT MODIFY OR DELETE THE GIVEN SNAPSHOTS!
* The given snapshots are your backups for your analysis.

* |f something bad happens on your testbed, always revert back
to the basecamp snapshot.



Tutorial - Copy from Shared Directory

» Go to the shared directory by clicking its icon (in Windows XP)
« Copy stage1.exe into Desktop
* |f you execute it in the shared directory, the error message will pop up.

Please copy the file to Desktop.
ool
. ;):'e:sm Arrange Icons By »

Refresh
Send To »

Cut Paﬁ Shortcut
Paste a Mew ’

Create Shortcut Properties
Delete
Rename

Properties




Tutorial - Run the malware!

* Now we will run the malware

» Execute stage1.exe (double click the icon)

* It will say “Executing Stage 1 Malware”. Then, click OK.
* You should click OK on each dialog to dismiss it
» Otherwise, malware execution will be blocked

ovor ]

—wafrq tags L Mehess




Tutorial - Run the malware!

* If you want to halt the malware that is running...

« Execute stop_malware in the temp directory.
 This will stop the currently running malware.
» Please halt first before you execute another malware file.



Tutorial - Network behavioral analysis

« To analyze network behaviors, you need
* Wireshark (https://www.wireshark.org/)
* Network Protocol Analyzer

» Cuckoo (https://cuckoosandbox.org/)

« Capturing & Recording inbound/outbound network
packets



https://www.wireshark.org/)
https://cuckoosandbox.org/)

Tutorial - Observing Network Behavior

* By capturing and recording network packets through the tools,
» Reveal C&C protocol
» Attack Source & Destination

* But, malware will not do anything. Why?
* The C2 server is dead!
« Therefore, the malware(C2 client) will never unfold its behaviors.

e Question?

* If we know C&C dialog of malware, can we build a fake C2 server in order to
unfold the malware behaviors?

« Answer: Hack Yeah! That is your job for this project!



Tutorial - Wireshark

* Let's check it through network monitoring
* Open wireshark (open a terminal. Type "sudo wireshark” — you can ignore the

error message that pops up)
» Choose br0 to capture the network traffic

* Then start capture by clicking on the shark-fin on the top left

= The Wireshark Network Analyzer
Filr Fdir Nirw Go Caphec &nalyrs  Statistics Teopbany Arcdcss Too

A = <& X TR - =

™S 8 analysis@analysis-VirtualBox: ~
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(angr) analysis@analysis-VirtualBox:~$ sudo wireshark
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Capture
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Tutorial - Redirect Network Connection

* Redirecting Network Connection

 From WireShark, we can notice that the malware tries to connect to the host at
128.61.240.66, but it fails

1 0.@05@0@99@ 192.158.133.131 128.61.2/0.65 ; Bd 109/ —~ 8E |[SYN| SeQ—0 Win-kbbEh Lan-b MS5-1160 SNCK_PE<N-1
TCEF B2 TTCE Relrasmission] 1047 A TSYN]T Sea=R Win=65335 | =n=F MS5=7460 SACK PFRM

. Let S make |t redlrect to our fake C2 server
» Go to ~/tools/network
« Edit iptables_rules to redirect the traffic to
128.61.240.66 to 192.168.133.1 (fake hOSt) B8 G analysismannlysissvirtualBox: »/tools/network
 Whenever you edit iptables_rules, always run reset. [ERIRINE
(type “./reset” from the ~/tools/network directory)
 IMPORTANT! If you shut down your project VM, be
sure to run reset again the next time you start it up.

(angr) analysis@analysis-VirtualBox:~/tools twork$ cd ~
(anar) analysis@analysis-vVirtualBox:~5 <o tools/ne dcrl,

(anar) analysis@analysis-virtualBox:~/tools/networks s
iptables-rules reset
(angr) analysis@analysis-VirtualBox:~/tools/network§ vim iptables-rules

8 sudo iptables ne o w PMRERRITING ¢ tcp
, ONAT 32,1




Tutorial - Reading C2 Traffic

* Observing C2 traffic

* In WireShark, we can notice that now the malware can communicate with
our fake C2 server
 But there will not be further execution, because the command is wrong...

526 709.55C453229 192.415€,.1323.101 128,51 .2£40.66 4TTP 849 2CST fimages/loco’/heacer.php HTTP/1.Z [application/x www form urlcnccded)
527 768.55E517510 123.61.248 56 192 1€8.133 .13 4TTP 387 ATTRP/1.1 288 0K [text./ntml}

520 700.722130636 192.15€,133.101 126,51 2£0.66 TCP €0 1C43 ~ €0 [ACK] Seq=12726 Ack=53z9 W_1=65202 Len=0
529 705.555497055 192,158 ,133,.101 ,01.270,606 8419 20ST /Jimages/logcos/neacer.php HTTF/1.1 (application/x-wWw-Torm-urlanccded)
D30 TRL.G7E136210 123.61.248 456 197 .1€8.133.17%° 4ATTP 3R7 ATTP/1.1 28R 0K [text./html ]

LA Baia % IEPE L tam TR S mm ¥y




Tutorial - Reading C2 Traffic

* Observing C2 traffic

* You can see the contents of the traffic by right-clicking on the line, then
clicking Follow — TCP Stream

526 700.55C453229 192,15€,132.101 128,51 .2£0.65 4TTP 840 20ST /images/loco/heacer.php HTTP/1.2  (application/» www form urlonccded!
527 768.55E517510 128.61.248 56 192 1€8.133.13° 4TTP 387 4TTP/1.1 280 OK [text./ntml]
520 700.722130636 192.15C,133.101 12€.51 2£0.66 TCP €0 1C43 —~ €0 [ACK] Seq=12726 Ack=53z9 W_1=65202 Len=0

[application/¥-wwW-Torm-urlanccdad )

810 20ST /images/loco/heacer.php HTTF/ 1.1
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D30 TRL.L7E136G210 128.61.248 56 197 . 1€R8.133.17° ATTP 3R7 ATTP/1.1 28R 0K [fext/html]
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Tutorial - Cuckoo

« Let's take a look at cuckoo. Cuckoo is NOT necessarily required to complete this
project, but it is a useful tool to help you understand what your malware is doing, and
therefore how you might want to modify your score.h file later in the project.

« NOTE! You can't run the testbed vm and cuckoo simultaneously.
« Always turn off the testbed vm, and follow the steps below to execute Cuckoo
* Open two terminals.

« $workon cuckoo #Set virtualenv as cuckoo for both terminal1 and terminal2
« $cuckoo —d #To run cuckoo daemon for terminal

* $cuckoo web #To run cuckoo webserver for terminal2
If you get an error when running cuckoo web because port 8000

Is already in use, run “sudo fuser -k 8000/tcp” and try again

(angr) analysis@analysiszs-VirtualBox:~% warkon cuckoo
(cuckon) anelysispanalysis«VirtuslBox:~5 cuckoa -d

(cuckan) [gTtiscEgtT
Pertorming svstem checks...

Systemn check identifiad no issues (D silenced).

July 24, 2017 - 20:11:49

Django version 1.8.4, using seliings 'cuckou.web.web.ce
starting development server at http://localhost:s5003/
Qui. Lhe server wilh CONTROL-C.

Cuckos Sandbox Z.0.5
wih ., cuckoosandbox.org
Copyrighs (¢) 2vae0- 2817

Checking for updales...



Tutorial - Cuckoo

* The Cuckoo uses a snapshot of the given testbed VM.
* The snapshot is 1501466914
* DO NOT TOUCH the snapshot!

'S

Snapshot '1501466914":
limestamp: 2018-02-1022:43.57
VM Skate: MM Running

* When you want to restore the test VM,
« Refer to page 19.

Descripticn:

Screenshet:




Tutorial - Upload a file to Cuckoo

 To open the cuckoo web server, type the following URL into Chromium
* http://localhost:8000

 To upload a file, click the red box and choose a file.

© Recent 4 Grgtisc [Eoesktop )
Gr Home Name
[ Dosktor & DA

¥ Downloads < pavioad.cxce

| @@ Documents
R Music
[m Pictures

(m Videos

o A
i <
& .
-
a

+ Other Localio...



Tutorial - Analysis with Cuckoo

* Once you click the Analyze button, it will take some time to
run the malware.

= Recent o Pending O Search

™ @ staocl.oxc 205 Kia E»

Il



Tutorial - Analysis on Cuckoo

* Once the pending job is completed, you can view the result
* Click the red box

Recent analyses

= Date File Package Score

41 24/07/2017 stagel.exe




Tutorial - Analysis on Cuckoo(File Info)

Summary
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(O Information on Execution
Category  Started Complated Duratlon Logs

FILE July 24,2017 B25pam, July 28200 B2 pm, 151 5cconds  Shew AnalyzerLeg

Shuw Corkea L)

Machine
Name Label Started On Shutdown On
Wxpso: 1 vinxpspd 201747-24. 2 26:96 20170724 202335



Tutorial - Analysis on Cuckoo(Network Info)

* After redirecting, the result of cuckoo shows high-level information

* Observe the C2 traffic.
* Please compare this result with your Wireshark result.

a
- Slgnatures
0O One or more potestislly interesting buffers were extracted, these generally contain mjected code, configuration duts, elc

Name Response Peit-Aalyils Lookup

0 forms some HTTP requests (1 event)

1 FOST Hipine s g lisch.axch by I
0 Alccat d e me Y y pack Inn 1
9 Poten Lty Rl ¢ found In the process i 1 of 1

IP Address Status Action

I arrde glss gy sch s

I hug dwwvetimeguirist Line, 2622 123.61.210.65  Active Maoloch
a1 b SddP 2 due D Tl I00d7 132710 clo. feciprintdng corndspe e yil : . "

L . 8584 Achive Muloch

rl i westimeqovimasessiockizurshra.qir
ol R e im e gasiimsocaighinaws g

ol hEn BcEeal Batal A2 zednstheasd S el Bt che oot intena camdaoe Sranz g ¢



Tutorial - Analysis on Cuckoo(Network Info)

* In the network analysis tab, cuckoo provides more detailed info:
payload, HTTPs, etc.

Network Analysis

Hosts g DNS o_ upp 9 HTTP(S) @

;

& Dashboard

192.168.122.3:1038 — 128.61.240.66:60

‘ plaintext m 32 bytes 48 dytes 64 bvtes
netscan.gtisc.gatech.edu :

JUOLDIDY . LDET 5354 202 090d LLLS LL/d ZtL SrL, FUsE./1nm]es, log
JLIEHITI. 6T2T 6865 6264 6572 2270 6273 26413 53137 o/ neader. php HTT
JCI0022D. 5027 312e 120d 0ad) CfCe 7405 Ze74 2474 2/1.1..7ontent.7
IFARAIIA TATO RS3IA PORT TATA AR GEFR1 24F0 SEES ynnsoopalicaTian
3E368343: 2078 2477 TTTT 2d66 6172 6u2d 7592 ELES sx.wae-Torm-unle
IFARAISA: Ar63 ATR4 G564 Gfla 5573 65792 Pedl ST7FES ararnn. Lliser-Age
L6036 6eld 3420 4d6" Ta69 6.6u 61207 3132 3337 L MNucille/. 0
AHAHRAMA: JHARL BThd ‘Dhl 48 &2k hS40 JE3A =4 (rampntibie; MR
JE360385: -520 382« 303b 2057 696w 61617 7772 231z Z.3.5:.Minduws . N
DI S&SD tSe 1oin 20%4 A2 B3 eds RIS DL L0 Inident 4

o LA

o
o
e .
® -
e Ao
O -
o -
O -
O




Tutorial - Figuring Out the List of Commands

« The malware does not exhibit its behavior because we did not send
’{/f\\/e Co_lrlrect command through our fake C2 server
 We will use

* File/Registry/Process tracing analysis to guess the malware behavior.

 control-flow graph (CFG) analysis and symbolic execution to figure out the list of
the correct commands

* The purpose of tracing analysis is to draw a big picture of the malware
« What kinds of System call/AP| does the malware use?
* Does the malware create/read/write a file? How about a registry?

* The purpose of CFG analysis is to find the exact logic that involves
;tohehlnt.erpretatlon of the command and the execution of malicious
ehavior

 Then, symbolic execution finds the command that drives the malware
Into that execution path



Tutorial - Tracing Analysis on Cuckoo

2" @ Dashboard

O
%.
i

* On the side bar, there are useful menus for tracing
analysis.
« We are focusing on:

 Static Analysis
* API/System Call.
« Behavioral Analysis
« Trace behaviors in time sequence.

O
Fuioes
O
® -
Q-
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Tutorial - Static Analysis on Cuckoo

« Static Analysis
¢ Information of the malware. Sections
 \Win32 PE format information

_ ) Name Virtual Address
« Windows binary uses the PE format
« Complicated structure text 0x00001000
» Sections includes
.data 0x00006000
e text
* Strings, etc. idata 0x00009000
e _data
* .idata reloc 0x0000a000
* .reloc

 Virtual link, dynamic link, etc.

» More info: http://resources.infosecinstitute.com/2-malware-researchers-handbook-demystifying-pe-
file/#gref


http://resources.infosecinstitute.com/2-malware-researchers-handbook-demystifying-pe-file/#gref
http://resources.infosecinstitute.com/2-malware-researchers-handbook-demystifying-pe-file/#gref

Tutorial - Static Analysis on Cuckoo

nterestingly three DLL(Dynamic Link Libaries) files are imported.

n WININET.dll, we can see that the malware uses http protocol.

n ADVAPI32.dIl, we can check if the malware touches registry files
n Kernel32.dll, we can check the malware waiting signal, also sleep.

Imgorts
Library ADVAPISZ.dIL

Library WININET.a ! Liteary KERNEL 32 a8

- GXATDLA 1. 1o Lopal A > 40202 < - ¥x403600

- 3x42917A nProcess cke
Too =rm=llonrec | A AC9Re1

« AXM1E91Tr vokupi*r Leillocgevaluc
InTernsToperUr » 2x4609008 Gt serNameaA
- 3x459133 « Ex4QUBOC RaglloseKay
InTcrncticacki «Sx4C0010
= Gx3C21s4 enC reAaTeKayl 0N
HOgacau .- - Ex4EY814 RoglperkKoykbExse

x42910 *2x4€5010
T = snGuery?al UEF i
i e * ExqEUBLc RogivilvaluccDxe
I:te;r? * 2x46090820 Nenle etTeleys
" oxaEs B ABUE2A
ILnicri

Au jusLlTokenPrivil
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Tutorial - Behavior Analysis on Cuckoo

 Tracing a behavior(file/process/thread/registry/network) in

time sequence.

« Useful to figure out cause-and-effect in process/file/network.
* Malware creates a new file and runs the process, then writes

it to memory.

July 24,2017, E24 Lrorasd _iclentifies: 144

nm (el _biend e Gx0AAAAR0
CrastePracassintamal [lf-'t-‘.f?.‘l.’._ll‘if‘ﬂilﬁ 1164

W rAIrren_trectony:

fzpathc C:\Program Files\Intzraet Explorertiexalore exe
track: 1

comman: linz;

flepath r Colronran FaleshInternel explorer i ieaplore, tad
eecailivn fagy: ¢ (GREATE SUSPENDED)

e burellae
=

pucicass_band e 0 <OADARAac:

July 24,2017,8:24

p.Im.
WriteProcessMemory

July 24,2017,8:24
p.m.
CreateRemoteThread

buffer:

base_addiess. 9x00180060
process_identifier: 21300
process_handls: 9xOCO000ac

thregd_identifier: ©
process_identifier: 1300
function_address: 6x00183026¢
flags: ©

stack_size: 0

parameter: 6x00000C€00
process_handls: 9x0E0000ac




Tutorial - Cuckoo analysis result

« Based on our analysis with Cuckoo, we can determine if...

 The malware uses HTTP protocol to communicate
« Communicate with whom? C&C?
« Web server access? For checking if the C2 server is active?
« Commands through http protocol? Cookies?
« The malware touches(create/write/read) a file/registry/process
« This might be a dropper? Or does it download a binary from the C2 server?
« What is the purpose of creating processes? Modifying the registry?



Tutorial - Control Flow Graph Analysis

» Based on the pre-information that we collected from the
previous step, we are going to perform CFG analysis &
symbolic execution analysis

e CFG:

 graph representation of computation and control flow in the
program
 Nodes are basic blocks

» Edges represent possible flow of control from the end of one block
to the beginning of the other.



Tutorial - Control Flow Graph Analysis

o .

CFG: An B ="

Example w = O; l
x = x + ¥
¥y = Oy
.i.f_» x > g? ’ ’
B2 / \
Y = X; 1 —————
x++;
B3 \ /
¥y = =z |
;z++;
E4 J,
w o= x + z; | | EXIT |
Basic Blocks Flow Graph

« But, in malware analysis, we are analyzing CFG at the
iInstructionlevel.



Tutorial - Control Flow Graph Analysis

* We provide a tool for you that helps to find command interpretation

logic and malicious logic
« We list the functions or system calls the malware uses internally
* If you provide the score (how malicious it is, or how likely the malicious logic
is to use such a function) for the functions, then the tool will find where the
malicious logic is, based on its score

« Example: if you set StrCmpNIA to have a score of 10, then the function that calls
StrCmpNIA 5 times within itself will have the score 50.

» A higher score implies that more functions related to the malicious activity are used
within the malware.

 Your job is to write the score value per each function

 More info:
e http://www.cs.cornell.edu/courses/cs412/2008sp/lectures/lec24.pdf



http://www.cs.cornell.edu/courses/cs412/2008sp/lectures/lec24.pdf

Tutorial - Control Flow Graph Analysis

* From our network analysis, we know that the malware
uses an Internet connection to 128.61.240.66

* From our cuckoo-based analysis, we know that the malware

uses the HTTP protocol.

 Let's make the Internet related functions to have higher score

* Open score.h, and edit the score of all of the Internet related functions
* The score is the value at the end (all others are set to 1)

(angr) analysis@analysis-VirtualBox:~/tools$ cd ~

(angr) analysis@analysis-VirtualBox:~$ cd tools/cfg-gencration/

(angr) analysis@analysis-VirtualBox:~/tools/cfg-generation5 1s
defaull_hecder.h generate.py reset.sh score.h score.h.bek

(angr) analysis@analysis-virtualBox:~/tools/cfg-generation$ vim score.hj

(
{
{
{
{
(
{
{
{
{



Tutorial - Control Flow Graph Analysis

 Build control flow graph

« By executing ./generate.py stage1, the tool gives you the CFG
 This finds the function with higher score
» Implies that this calls high score functions on its execution
* For stage2

» Use 'stage2’ as argument T
 Note: your graph and its memory addresses will vary from this
example ]
* The function entry is at the address of 405190 P b
« And, there is a function (marked as sub) of score 12 e

» At the address 40525a (marked in red)
» Use the block address, not the call sub_address
» This implies that et orrian
« sub_4050c0 calls some internet related functions. S o i
» We need to find out what this command is i T
* Run from 405190 to 40525a ‘ o=




Tutorial - Finding Command

* Finding Commands with Symbolic Execution

 \We want to find a command that drives malware from 405190 to 40525a
 Let's do symbolic execution to figure that out

« What is symbolic execution?

» Rather than executing the program with some input, symbolic execution treats the
input data as a symbolic variable, then tries to calculate expressions for the input
along the execution.

» Let’s take an example



Example - Symbolic Execution

 What is Symbolic Execution?

moves along the path of
, and combines until it reaches the target

function. At the end, it the expression to get an

* Path explosion
* Modeling statements and environments
» Constraint solving



Example1 - Symbolic Execution

Typei, |

Expressions

Code Example

int main() {
int i, j;
ppintf("Give me two iﬂtég@FS\ﬂ”);
scanf("%d %d", &1, &j);
LF(1+5<])) {
if(i%2 == 0) {
1f(3%3 = @) {

+5 <

i+5 <|; (%2==

If i%2==0
If [%3==0

printf("Correct!\n");
return 9;

i+5 <j; %2==0; [%3 ==

it FCT ThcorrecEINnT)s Solve the expression Correct! Incorrect!
return 1; ) I =2
j>7,but multipleof 3so | 1 . o i
i=9 i=2, =9 will lead the program to print “Correct!




Example1 - Symbolic Execution

In this example, ONLY =2, |=9 conditions will lead the

program to print “Correct!”
Symbolic execution is available to solve the expression in

order to reach a target, in this case "Correct”.

Let’s apply it into Malware Command & Control logic.

A C&C bot(malware) is expecting inputs(solve the
expressions) to trigger behaviors(targets).



Example2 - Symbolic Execution

Expressions
Code Example
int man() 1
char command[512];
'/ receive the ¢ Command ==

{ v’r:;\; |(

‘launch-attack’

recv(socket, command, 512, 9);

// corpare the 1nput with ' Launch-attack
LF(stremp(comrand, "lounch-attack’) = @) |
attack();

Command ==
‘remove’

elee Lf (strorp(command, "rerove™) = @) <

"y . AMM I8
iQ LS Frenove

destroy_itself();

Receive command

‘launch-attack’

attack()

‘remove’

destroy itself()

This executes attack() on command launch-attack’, and destroy itself() on ‘remove’ command



Example2 - Symbolic Execution

In this example, ONLY ‘launch-attack’ and ‘remove’
commands(inputs) triggers attack() and destroy itself().

Symbolic execution is able to find "launch-attack™ as an
input to trigger attack(), which is a malicious behavior.

Plus, "remove” will lead to destroy itself(), which is another
behavior.

Our job in this project with Symoblic execution is to find
inputs, and then feed the inputs to trigger behaviors.



Symbolic execution engine

« Symbolic Execution Engine: Klee, Angr, Mayhem, etc.
* Loading a binary into the analysis program
* Translating a binary into an intermediate representation (IR).
* Translating that IR into a semantic representation
« Performing the actual analysis with symbolic execution.

For more information:
https://www.cs.umd.edu/~mwh/se-tutorial/symbolic-exec.pdf



https://www.cs.umd.edu/~mwh/se-tutorial/symbolic-exec.pdf

Tutorial - Finding Commands with Angr

* We prepared a symbolic executor and a solver for you

 Your job is to find the starting point of the function which interprets
the command, and find the end point where malware actually

executes some function that does malicious operations
« Use a Control-flow Graph (CFG) analysis tool!

* The symbolic executor is called angr.(http://angr.io/index.html)



http://angr.io/index.html

Tutorial - Finding Command on Angr

* We prepared a symbolic executor and a solver for you

* How do you run it’? Replace these with start and
« Go to ~/tools/sym-exec end addresses from your

* Runitas graph

* python ./sym-exec.py [program_path] [start _address] [end _address]

« python ./sym-exec.py ~/shared/stage1.exe 4050c0 40518a

« The command will be printed at the end (if found)
(angr) analysis@analysis-VirtualBox:«/t yneaxecs prthon sym exec,py ~/shared/stagel.exe 4056¢H 405183 f A
WARNING | 2819.69+27 16:59:52,414 | | -
NARNING | 2019:09-27 16:59:52,689 [ anor.project | Address \s already hooked, during hook(0x1000068, <class 'anar.procedures. Libc.strie
(.j‘fl‘ili"‘L | 2019-09-27 16:59:52,08) | angr.project | Mooking with & SinProcedure class 1s deprecated! Please hook with an tastance. e
NARNING | 2019-09-27 16:59:52,689 | anor.project | Address 18 already hooked, during hook(Ox10002a8, <class 'angr.procedures. LS, strncmp. strncm'>) ' Lot

Input found: Suninstall

(:]l')(]’:l analusisBanalystis<VirtualBox:«/t



Symbolic Execution - Special Note for stage2.exe

* sys-exec for stage2 takes a lot of time to resolve (up to 20 minutes)
— you are welcome to modify the VM performance settings
(memory, cores) based on your hardware to speed this up

* |f you get a single error message, keep trying again — sym-exec
will occasionally fail for stage2

* If your screen is filling up with error messages, then you have
the wrong start and/or end address



Tutorial - Reconstructing C2 server

» After CFG analysis + symbolic execution, reconstruct the C2 server

Connect to C&C
@ H Test1: Scommand1
' me | Test2: Scommand?2 c

4 Test3: Scommand3 a

Fake C&C

server



Tutorial - Reconstructing C2 server

 The tool for reconstructing the C2 server is already on the VM

* It runs nginx and php script
 This will look like ~/tools/c2-command/stage*-command.txt

 Your job is to add your commands to the relevant *.txt file
« The command that leads the execution from 405190 to 40525a is “$uninstall” (note:
the name of the command you see may vary)
« Then, type "$uninstall” and save the file.
« Important: be sure to put the ‘$’ character before your commands, even if
stage™ command.txt says that it's optional
« The order of commands in the file does not matter — they’ll run in a random order
* Note: This means that if you want to run only a particular command, you’ll need
to remove, or comment out the other commands in your file

F .S - v o~ -
' analysis@analysis-VirtualBox: ~/tools/c2-command @ S & analysis@analysis-VirtualBox: ~/tools/c2-command
(angr) analysis@analysis-virtualBox:~$ cd --/tools/c2-command/ . - . 5

(angr) analysisganalysis-VirtualBox:~/tools/c2-command$ ls 1 # write down commands in the following lines

command-sample.txt stagel-command.txt stage2-command.txt stage3-command.txt 3
(angr) analysis@analysis-VirtualBox:~/tools/c2-commandS vim stagei-command.txt | g iunlnStall




After that...

* |f you find all of the commands for stage1.exe malware, the malware
will download stage2.exe by updating itself.

* Now you've found the commands from running sym-exec.py

« Add those commands to stage1-commands.txt. Remember to put
$<command>.

« Start up the windows VM again, then copy stage1.exe to the desktop.
Then double click on it and continue.

* Note if stage1 fails to download stage2, your firewall might be blocking it
 This is actual malware so some IDS have signatures that match it.



After that...

* For stage2.exe, please follow the same steps in the tutorial
» Check its network access with Wireshark
» Redirect network traffic to if required (if the connection fails)

 Try to identify malicious functions by editing score.h and using the
cfg-generation tool

 Discover the list of commands using the symbolic execution tool
* Fill the commands in ~/tools/c2-command/stage2-command.txt
* Run it as mentioned before.



Linux Malware

« StageZ2.exe will download stage3 malware, which is

payload.exe. This is a linux malware.
* We need to handle the linux malware differently unlike

windows malware, and will use different tools and
methods to analyze this malware



Linux Malware Tools

* First copy the linux malware into shared folder. The tools
which you will use are installed inside the Linux host.
« ~/tools/linux_sym_exe.py

for linux malware symbolic execution

python linux_sym_exec.py path_to_linux_mw start target

To make it work, you need to modify two linux_sym_exec.py functions
targs_len_before and opts_len_before

« ~/tools/dynamicanalysis/

instrace.linux.log : the dynamic instruction trace for the linux malware
detect_loop.py : you have to modify this file to find the loop in the given trace
Usage: python detect_loop.py <path-to-debug-file>

* Reverse Engineering Resource:
Please check cs6262proj3tutorial.pdf in Canvas



Linux Malware

* Run ‘python linux_sym_exec.py path_to linux start
target’.

* |t won’t be able to find any input because of path
explosion. You need to add constraints to make symbolic
execution targeted

* Follow the steps in ‘~/report/assignment-
guestionnaire.txt’ and find the inputs.

* Analyze the dynamic instruction trace and locate the
C&C communication



Tutorial - Copy to Shared Directory

* Once you have followed the previous instructions, you will see that a
new malware file has been downloaded.

* You need to copy the malware into the Linux host to analyze it.
 Right-click the downloaded malware on the Desktop, then click "Copy".
« Open Shared Directory and right-click, then click "Paste".
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Tutorial - Copy to Shared Directory

* If you're having trouble with file permissions on the XP
VM, open a terminal on the Linux host, navigate to the
"~[shared" folder, and follow the steps below:

analysis@analysis-VirtualBox: ~fshared

(angr) analysis@analysis-VirtualBox:~$ cd shared/
(angr) amalysis@analysis-VirtualBox:~;,shared$ 1ls -al
total 76
draXxrwxrwx 2 analysis analysls 4@95 Feb 12 11:45
craxr-xr-x 2?9 analvsis analysis 4095 Feb 12 19:41 ..
Fw- ™ 1 analysis analysis 21232 Fcb 12 19:49 stacgel.oxe
-raxr--r-- 1 nobody nogroup 33289 Feb 12 11:34 stage2.exe
(angr) amalysis@analysis-VirtualBox:.~/shared$ sudo chmocd 664 stagez.exe
(angr) analysis@analysis-VirtualBox:~/sharedS sudo chown analysis:analysis stage2.exe
(angr) amalysis@analysis-virtualBox:~/shared$ ls -al
total 76
OraXxrwxrwx 2 analysis analysis 4696 Feb 12 11:41E5
crwXxr-xr-x 29 analvsis analysis 4095 Feb 12 18:41 .
-ra-™w-r-- 1 analysis analysis 31232 leb 12 10:4S stagel.
-ra-™-r-- 1 analvsis analysis 33280 Feb 12 11:341 stace2.2
(angr) analysi_s@araly'sis-\'lr:ualeox:~/sl'dred$l




Tutorial - Copy to Shared Directory

M S @ analysis@analysis-VirtualBox: ~/shared

(angr) analysis@analysis-VirtualBox:~/tools/network$S ./reset
Reset iptables rules

Importing iptables rules

(angr) analysis@analysis-VirtualBox:~/tools/network$ cd
#(angr) analysis@analysis-VirtualBox:~/tools$S 1s

c2-command cfg-generation dynamicanalysis network sym-exec
(angr) analysis@analysis-VirtualBox:~/tools$S cd ~

(angr) analysis@analysis-VirtualBox:~$ 1s

Android bin Downloads report update.sh
archive.sh Desktop 1init.py setup tools vm

(angr) analysis@analysis-VirtualBox:~$ cd shared/

(angr) analysis@analysis-VirtualBox:~/shared$ ls

pavload.exe stagel.exe staae2.exe

(angr) analysis@analysis-VirtualBox:~/shared$ file payload.exe
payload.exe: ELF 32-bit LSB executable, Intel 86386, version 1 (SYSV), staticall
y L(lnKed, not stripped

(angr) analysis@analysis-VirtualBox:~/shared$ ls -al

total 264

drwxrwxrwx 2 analysis analysis 4096 Sep 23 17:30

drwxr-xr-x 29 analysis analysis 4096 Sep 23 16:43 ..
-rwWwXr--r-- 1 nobody nogroup 189796 Sep 23 17: payload.exe
-rw-rw-r-- 1 analysis analysis 31232 Sep 23 17: stagel.exe
-rwWwXxr--r-- 1 nobody nogroup 33280 Sep 23 17: stage2.exe
(angr) analysis@analysis-vVirtualBox:~/shared$ I




Tips for assignment-questionnaire.txt

e Complete the questionnaire as you go; try to avoid backtracking
as this wastes time

« The URL example in the questionnaire is “http://
scouter.cc.gatech.edu/a/b/c”, but some URLs may not include a
path (a/b/c after the domain) - this is fine, just be sure to include
the path in your answer for the URLs that include it

e The grading script will ignore “http://”, “https://” and “www.” for
your
convenience, but try to be thorough and match what you see exactly

« Commands and memory addresses are NOT case sensitive, but be
sure yr?u \c/jﬁ\n’t mix up O (zero) and O - the zero should have a dot in
it in the



Tips for assignment-questionnaire.txt

Please use the latest version of VirtualBox when you import the VM. Please do not modify anything related to network
settings in the VM.

1. Domain name
On the questionnaire sheet, there are entries for writing domain names. Please follow the following rules on getting answers
for those questions.
- You should write FQDN, which means, if the full domain name is canof.gtisc.gatech.edu then write
canof .gtisc.gatech.edu, not just gatech.edu orgtisc.gatech.edu
- For the others (connections check, DDoS, sending info, etc.), you should get the exact domain name that the malware
uses. For example, the IP address 130.207.188.35 belongs to both coe.gatech.edu and web-plesk5.gatech.edu.
Because there are multiple mappings, you cannot be sure about which domain that the malware used by just
using nslookup. In this case, please go through the other way of getting domain names from DNS Packets in Wireshark.
Please, all Domains should be based on Wireshark DNS packets
(e.g., get it from DNS query packet or redirecting HTTP traffic into local VM and examine Host header).
If you get see the log in the Wireshark, You will find DNS query(Standard query) and DNS response(Standard query
response)
In Domain Name System section, there is Query section, like below
Queries:
X.y.z: type A, class IN.
Answers:
x.y.z: type CNAME, class IN, cname a.b.c
You should use Xx.y.z



Tips for assignment-questionnaire. txt

2. URL

For all URLs, you do not have to specify the protocol (http:// or https://, etc.). However, if HTTP traffic is like the following:
POST /a/b/c/d?asdf=1234 HTTP/1.1 Host: www.zzz.com

then please write this as

www.zzz.com/a/b/c/d?asdf=1234

3. Writing commands in *.txt files under c2-command directory

There are pre-installed PHP scripts in the VM locally that read the *.txt file for each stage, these scripts send the command
to the malware after reading them from the TXT files. One caveat of these scripts is that they are written to send the
commands in random order (i.e., if there are commands a, b, ¢, then the script will randomly choose one command and
send it to the malware). So if you want to test ONE command at a time, then please write only that command in the TXT
file. For example, if you just want to run the command $uninstall, then please write only that command in stage1-
command.txt.

4. linux_sym_exec and detect_loop for linux malwsare

You could use free IDA-Pro, objdump or radare2 for this task to find out called attack functions, and the target addresses.
Look for some angr examples on the github, which adds constraints to the state. For the loop detection, focus on function
sequence that called repetitive.



Tips for assignment-questionnaire. txt

5. When you think that you found the correct command but malware is not working...
Note that some commands for stage 2 are different per each student, by having 4 digit hexadecimal numbers at the end of the command.
For example, a command for stage 2 is formatted like

$COMMANDa1b4
(NOTE: two commands in stage 2 have the 4 digit hexadecimal tail. And, all commands in stage 3 have the 4 digit hexadecimal tail on the
command.)

However, there could be a case that only gets the front part of the command like

$COMMAND

if the end point address of symbolic execution is not correctly set. In such a case, please set the correct end point that you can get the entire
command.

6. Cuckoo

- In the VM, we provide cuckoo, which is a dynamic malware analysis framework. It is very convenient and easy to use. While you are running
cuckoo, you might meet some warnings and errors "critical time blah blah~" and "YARA signature.... blah blah". Please ignore them.
Because you are executing a malware in the QEMU Windows VM, the framework needs to set a time. Cuckoo will check the malware

is terminated or not. However, the three malware you will meet are never going to be terminated(Intentionally, modified by me in educational
purpose.) So, please ignore "critical time blah blah~, terminating. In our case, the malware is never going to unfold even though you give an
infiite time to be executing the malware unless you feed the right inputs(The malware expects C2 commands.)

-Iptable setting.

If you check /home/analysis/.cuckoo/conf/kvm.conf you will find how we set the QEMU windows host VM. You will find the IP of
the host VM is "192.168.133.101". If you want to see network behaviors in Cuckoo, you want to forward the IP in /home/analysis/
tools/network/iptables-rules.

For example, open iptables-rules, you want to add
sudo iptables -t nat -A PREROUTING -p tcp -s 192.168.133.101 -d [DEST-IP] --dport 8@ -j DNAT --to
192.168.133.1:80



Tips

» Getting the domain name from an IP address (if the packet is encrypted)
» Use nslookup (IP -> domain, and domain name -> IP vice versa)

& = @ analysis@analysis-VirtualBox: ~

(angr) analysis@analysis-VirtualBox:~$ nslookup 128.61.240.66
Server: 8.8.8.8
Address: 8.8.8.8#53

Non-authoritative answer:
66.240.61.128.1n-addr.arpa name = netscan.gtisc.gatech.edu.

Authoritative answers can be found from:

(angr) analysis@analysis-VirtualBox:~$S nslookup netscan.gtisc.gatech.edu
Server: 8.8.8.8
Address: 8.8.8.8#53

Non-authoritative answer:
Name: netscan.gtisc.gatech.edu
Address: 128.61.240.66




Tips

» Getting the exact domain name from an |IP address
 Establish a fake connection (redirect to 192.168.133.1)

* Then look at the TCP stream data

« The HTTP header will contain the answer

Host: netscan.gtisc.gatech.edu

PXST Jivagessloldcheader.prp HTT2/1.1

Canrant Ivpa: aapitcationsx ww torn urilencodnd

Usur Acunl .';.Ll-d.'-! B foenpalovle; MSIE 2.6; WNinduws NT 5.1 Trliderls4.9)
Hast: retscan gtlSL‘.E!:éC'l,EJL

contant-_erjath: 477

Carhe Canrtral S Tl Pt e T

page=0CIIYTNRNTNTY I FLOCOENTILUACINZOTH I REYNCAM] MSNTh Z&U ne=dAZ o= LQtOINCNECSND gw
N:Qlaqueary VZIUZGACY3TUA  aspec v-’qcu@s:n:r NMaview i ri:c3ﬁlo§53fns‘DL‘."‘OoTe.-“.H
HAWERCT T 7y 1T IR Y ANy 3N/ <h lrmr oSl VA p A0 2o Iy s I nis IKaHNECENuS2h G
Y2l 20uDk 1CnMN2Y 2l LZQ\ CUR2YZ i Q ZX1CHNZ Y2y c2QuZXhlls ‘J"v2llxl..,l(~.. I 2Ckab
233 C3VLZNNICrNZYZ Ve SQUZX |ll rf ACSKvemvy LVAZQpICWFLY 2y rum;.n« JCZTDIALIXNLICTFSIY
SleSUKaw I GavealuDib ZenI 1eH3: E3ILLAVAZ00 &var TWF1aGluZaM &val Z2hhcoo KTTPAL. L
234 aK

Server: iganasZ.13.6 (Ubunlu)

Date: Sun, 25 52p 2015 1I: 46°29 GMT

Contant-Tyga: taxt hinl: crarset UT=-E

ranster Froodsan: abanked

Comeclion: kees alive

Sat-Cockle: resnonse=oneXlAsuecute-ccamand: E-IF'.'GS-‘-N(‘-"I. 25-Zen-201€ 11:26€:29
GNT: Mex-Aga 867193, path 4 doraln netscan.gotisc.gatach.20u

4
None
¢}



Tips

» Getting the process name of the malware

» Use taskmgr in Windows
« Start menu -> run -> taskmgr; or, press Ctrl-Shift-Esc on Windows.

 Click on the ‘Processes’ tab to see the list of processes
) - , -0 =l
* Or use Cuckoo’s behavioral analysis e Oyien o Sk W
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Tips
 To get the process name of the malware and the registry key

that was created by the malware
 Use the Procmon in ProcessMonitor on the testbed VM
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Tips

* If the malware does not run
* E.g., not displaying the dialog box with “Starting Stage X malware” on startup

* Try to run stop _malware on the desktop
 This will stop all malware activity, and you can try again with a clean state
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Tips

* Click OK to proceed with malware execution
* The dialog box pauses execution of the malware

 Click OK whenever this dialog pops-up from the malware
* Otherwise, the malware will not execute further and show its behavior

Error

Executing Stage 1 Malware

| OK I




Tips

* |[ptables rules

» Edit ~/tools/network/iptables rules
« Make sure you've written your rules correctly (follow the format and double-check
your IPs)

* Make sure you execute ./reset on that directory
« This command will update the current iptables rules...

* NAT Redirect Syntax
* iptables -p tcp -s [source-ip-address] -d [destination-ip-
address] -- dport 80 -j DNAT --to 192.168.133.1:80
Insert the rule in the ,
And if the protocol is tcp, source ip is matched with [source-ip-address],
Destination IP is matched with [destination-ip-address], and destination port is 80
Then redirect this traffic to 192.168.133.1, port 80.



Miscellaneous VM Performance Tips (taken from Piazza)

Part 1 : Windows Malware / Generic VM Issues

* Try lowering your screen resolution

* Save often!

+ Avoid using a resource heavy IDE like IntelliJ, Eclipse etc. Lightweight alternatives include gedit, vim, emacs, Sublime Text, Visual Studio Code, nano, etc

Most importantly, do / run only 1 task at a time. That means
*Run the Windows VM only when:
1.Sending commands to malware
2.Analyzing network traffic via Wireshark
3.0nce done with those tasks, turn off the Windows VM.
*Avoid running the windows VM when:
1.Running cuckoo analysis
2.Generating CFGs
3.Running Symbolic Execution - This is quite resource intensive, avoid doing other stuff to get this done quickly. (TIP: If this seems to be taking infinite memory/
time, your mostly trying to reach a unreachable / invalid address ! check your addresses !)

*Try running the VM at a lower resolution (recommend at-least 1280x800, for legibility) - If you have a very high resolution on your host machine (I had 2560x1440, this
may impact the VM performance). You can do this in 2 ways

1.VirtualBox Menu - View > Virtual Screen 1 > Resizetoa x b

2.Ubuntu Menu - Type "Displays" > Change it there

‘Restart after a task / stage. This is mostly a last resort but restarting the VM after finishing a task/stage made everything feel really smooth for me, instead of trying to
free memory etc. Just be sure to run ./reset in ~/tools/networks after each VM restart!

Part 2 : Android
Some of the above stuff applies here (VM Settings, resolution, etc). Restarting after working on Part 1, helps a lot.

If you still really feel your android emulator is slow you can add the following flags to the emulator command flags in ~/bin/run-emulator
-memory 2048 -gpu swiftshader

You can experiment with RAM allocation and CPU usage based on your machine — but keep in mind that the project VM has only
been tested at 4 GB and with 2 or 3 CPUs.



Advanced Tips

* For those of you who are interested in Reverse Engineering, these slides
cover fundamental material for you to study.

» Dissembler/Debugger

 IDA Pro, binary ninja, radare2, x64 dbg, GDB, immunity debugger,
etc.

« Packer/Obfuscation
« Ether, VMIUnpacker, xorunpacker, etc.

 PE/ELF binary format
* Memory snapshot
* More...



Advanced Tips

« Most malware are packed or obfuscated by a known/unknown packer
or obfuscator.

« For Win32 binaries, by checking the PE32 format, we can see
whether the binary is packed.

 For obfuscation, we usually need to reverse engineer to determine
iIf the binary is obfuscated.

Fil2: Griicbavl ex= I l
Entrvpoint: [000306C0 EP Section: |UeX1 >
File Offset: | 0001DACO First Bytes: [£0,8£,00,50 | > |
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[LP% 0.89.6 - 1.0C | 1.05 - 2,90 —> Markus & Laszlo
| MstiScan | | Tadcviswer | | Optioes | About | Exit |
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Advanced Tips

« Assembly code & OS architecture

« X86, x86-64, armb4, etc.

« Stack, heap, canary, guardian, etc.

 An example:

- T T T R e ™

Cext O340 ICT
et 024032 ZDS
.Cext: 03403 ZDRA
.Eext: C0O4L032DT
ShexbL : COL03IDE
lexbL :CO403 2=
hexb :CO4032=2
hexb : CO4032ET
LLexL I OOQUSZIE=EN
Lo xL i COOQUSI =T
Lo xL I COOQUSI =Y
TLoexbt i COQUSZIT0
LLoexL 1 OOQUSIZIED
LLoexL 1 COOQUSZITD
TLoxbt i OOQUSITE
LLexbt : OOQUSES0O>
LLexL : COQUSS0O>
LPexb OIS UNNOs
LSS A Lt e )
Thexh OO UN NN
cEsmoxt t ©OCIIN 2O
Sbmxb OOCIdT1Y
LEsmxbOOCOd21Y
EasceCcOIDazA
LEascts 0Ol G
TEasctCOIORI1IR
LEasctE 1 COIOI2D
B e = R = e B
SEasctE OIS RT
LEeascE OIS ED
LEasctECOInATAR

Lo ADSSIC=

Lo

AoEx1I

rUsh
call
pUan
puan
loa
ol
call
- eE
B i
dca
Fean
Fuan
el L
B
=

=zl 1
o b
arx

Tl 1

amlil 1
|
L
ami 1
oL
aml
- o

aml

. ————————— -~
>LTfset abfpoxTa _<dlrl "rp-orxrta.dirl
49 losdlidraryh

AC

D

o<k, b 1IDulfox)

e

wuls _LOC1E20

=up>. OCE

bl 1 N - el lmagtis

el . st tlutLtrcox)

el . AFlcricox
SEZZact ST asy T ApvsSsdscww
du:VacteaelQuexsy

e, lcb?iuulz—:&-.\_.I.;ccgl..ku;_lu;u.

dwmorxzel SU2TDO,

Muls SDITATD

CIeanx Stam

smhort. 1o«

culs CODITETD

euks SDITEED
SfFTaeat. niatlaxctirpmrtie
STt Ay i Al

=

=311

OO o

OO XRary -

be ]

A& : Gt Vol sandleai,

-~ : VEcTale
A : Gt ProcahdSyreaes

Swoered ACA IR, e

mulkts: 201300

e

ataztizuul)

xt azbts3xal,

ey TA2

"

| A
=211

vak



Advanced Tips

« Anti debugging/Anti VM techniques
* Malware is becoming more advanced.

* Malware authors know that:
« Malware analysts use debugging/disassembler tools
« Malware analysts use VM environments
« Malware authors embed evasive techniques to thwart
debugging software and VM environments.
» Detection of software/hardware breakpoints
» Detection of memory/conditional breakpoints
« Timing/Artifact based VM detection



Android Malware Analysis

* Manifest Analysis
* |dentifying suspicious components

 Static Analysis

« Search for C&C commands and trigger conditions

Vet the app for any anti-analysis techniques that need to be removed.
* Dynamic analysis

» Leverage the information found via static analysis to trigger the
malicious behavior.



Manifest Analysis

* |dentify suspicious components
« Broadcast receivers registering for suspicious actions.
« Background services

* Narrow the scope of analysis

« Malicious apps are repackaged in benign apps with thousands
of classes.

<receiver android:namz="com.android.SMSRecever"=
<intent-filter android:priority="1C000":>
<action android:name="android.provider.Telephony.SMS RECEIVED" /=
<action android:name="android.provider.Telephony.SMS SENT" /=
</irtent-filter=
</receiver:
Broadcast receiver from CoinPirate's malware
family.



Static Analysis
« Search for C&C commands and trigger conditions

private int c-cc<Meszage(Strong bocoy) {
Slrony messayel = gzlResources (). celSLre g COLA7R. sLire g.mess=ye_1);
Strong messsage2 = getResod~ces || .getSTring(COL37N.sTring.meszage_2.;
Str_ng message3 - gatResources().cotStri~QICOl97R.stri~g.messsge_3);
1t (body.zqualsimessagel!] |
return _;
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return O;



Static Analysis

* |dentifying Anti-analysis techniques

public slalic bovlean chec<IC(Conoesl conlex.) 1
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}
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Scenario

Analyzing Android Malware
* You have received a malware sample sms.apk.
* You need to identify communication with the C&C server
* |[dentify anti-analysis techniques being used by the app.
* |[dentify commands that trigger any malicious behavior.



Project Structure

 Android emulator

* An emulator for Android 4.4 is pre-installed

 Run ‘run-emulator’

» This will start the Android emulator (this takes a long time, especially the
first time you start it)

« Jadx
« Disassembles apk files into Java source code.
» Apktool
« Disassembles apk file into Smaili.
* Rebuilds apk files.
* Write-up (~/Android/MaliciousMessenger/writeup.pdf)
« Detailed guide on how to complete the Android section of the lab.



Project Structure

* Android App

» ~/Android/MaliciousMessenger/tutorial Apps

« emu-check.apk
« A tutorial example (Shown as ‘My application’ in the emulator)

« CoinPirate.apk
» Another tutorial example

» ~/Android/MaliciousMessenger/sms.apk
« Target app to analyze to answer the questionnaire

 READ ~/Android/MaliciousMessenger/writeup.pdf



Starting C&C Server

Starting C&C Server

 Run ‘start_server

(angr) analysis@analysis-VirtualBox:~/Android/MaliciousMessenger$ ./start _server

starting server
* Running on http://192.168.133.1:8080/ (Press CTRL+C to quit)




Things To Take Note of...

* If something goes wrong and you don’t find the emulator already
setup, run the following commands to handle it:

* run-emulator adb emulator-5554 install tutorialApps/emu-check.apk
« run-emulator adb emulator-5554 install tutorial Apps/CoinPirate.apk
* run-emulator adb emulator-5554 install sms.apk



How to

 Emulator
 Run with ‘run-emulator’

Androld Emuelator - Noxes & APl 79155
TPe—— —

Aangr) analysts@analysts -WirtualBax:~5 ~un rrulator

o Trenspor L endpoint s rol commecled

paulator: Lictening Tor consdle cannections on t: 55858
mulatar: Serial nunber af tRis rmplatas (far ADD)Y: rmplatar-55056




How to

 Emulator

« Run Application
« My Application (tutorial, not required)
« emu-check.apk
 Coin Pirates (tutorial, not required)
» CoinPirates.apk
« Messenger
« Sms.apk (analysis target)




How to

 Emulator

e Click ‘... to control the
emulator




How to

e Emulator
« Send SMS y

« Can change sender ID
« Can change content :
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How to

* Decompile
* Run jadx-gui
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How to

» Disassemble
* Run apktool

 apktool d —f —r sms.apk
« This command generates decompilied *.smali files
« Save a copy of the APK file before doing this.

* Repackage (requires signing)
 apktool b sms —o0 sms.apk
» This command will re-assemble *.smali files into an apk file (as sms.apk, you can

change this)
 Sign
* You should sign the app to install the app to emulator
* Run ‘apksigner sign ——ks ~/.android/debug.keystore sms.apk’
« Password is ‘android’



How to

* Install / uninstall (you should uninstall first to re-install the app)

* |nstall

 adb install sms.apk
« This command will install sms.apk into the emulator
» Make sure to turn on the emulator first
« adb uninstall com.smsmessenger
* This command will uninstall sms.apk from the emulator



How to

* Decompile
* Run jadx-qui
Open apk
file
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Android Tip

* Be sure that you do NOT include the “+” character as part of

your phone number, even before the country code
For example, use “5 123 456 7890”, NOT “+5 123 456 7890”



Android Cheatsheet (thanks to Joey Allen)

Start Emulator~/bin/run-emulator

‘Add Contact .
The sleeps are needed to allow a slow emulator time to process

adb shell "am start -a android.intent.action.INSERT -t vnd.android.cursor.dir/contact -e name 'GatechID'" sleep 1 adb shell input keyevent 4 sleep 1
adb shell input keyevent 4

-Android Log adb logcatReference: abd-logcat

*Filtered log
The adb tool has no way to filter by app, fortunately there's a script that'll do just that. colors!

Get the script and make it executable (review it before running something off the internet :|)

wget -0 ~/bin/pidcat.py https://raw.githubusercontent.com/JakeWharton/pidcat/master/pidcat.py chmod +x ~/bin/pidcat.py
Monitor the malware log~/bin/pidcat.py com.smsmessengerReference: pidcat

‘Decompile APK

Note: Omitting the -r,--NO-res option allows it to decode the resources as well as the smali code.
apktool decode ~/Android/MaliciousMessenger/sms.apk --output ~/Android/MaliciousMessenger/sms

*Build Modified APK ) )
apktool build ~/Android/MaliciousMessenger/sms --output ~/Android/MaliciousMessenger/sms_modded.apk

‘Sign Modified APK~/bin/signer.py ~/Android/MaliciousMessenger/sms_modded.apk
*Uninstall APKadb uninstall com.smsmessenger

‘Install Modified APKadb install ~/Android/MaliciousMessenger/sms_modded.apk

sLaunch the app

The app will not be active until you run it at least once after re-installation @, spent a bunch of time banging my head against the wall until i figured this one out.adb shell monkey -p
com.smsmessenger -c android.intent.category.LAUNCHER 1

‘Send an SMS
Use single quotes or you'll need to escape the message contents.
Note: | didn't test with emojis!

adb emu sms send 8675309 'J3 Jenny Ive called your number. .. J3"

*Enable Ubuntu Workspaces

This is a personal preference but it makes it easier to separate the work into different contexts ] ] ] ) ) )
gsettings set org.compiz.core:/org/compiz/profiles/unity-lowgfx/plugins/core/ hsize 2 gsettings set org.compiz.core:/org/compiz/profiles/unity-
lowgfx/plugins/core/ vsize 2

Or if you prefer using the mouse change the settings: Start -> Appearance -> Behavior -> Enable Workspaces


http://adbshell.com/commands/adb-logcat
http://adbshell.com/commands/adb-logcat
https://github.com/JakeWharton/pidcat

Questionnaire
» 1) To get credit for the project, you have to answer the

« 2) Please strictly follow the format or the example answer for each

question in assignment-questionnaire.txt. TAs use a autograder for
your submission.
* Windows Part
 Read ~/report/assignment-questionnaire.txt
« Carefully read the questions, and answer them in ~/report/assignment-
questionnaire.txt

« For each stage, there are 4-6 questions regarding the behavior of the malware.

 Android Part

 READ ~/Android/MaliciousMessenger/writeup.pdf
« Carefully read the writeup, answer in ~/report/assignment-questionnaire.txt




Submitting Questionnaire

* Required files

 Zip the following files and upload report.zip to Canvas
* Running ~/archive.sh will automatically zip all of the files
» ~/report/assignment-questionnaire.txt
» Stage1l.exe, stage2.exe, payload.exe (linux malware)
» ~/tools/network/iptables_rules
» ~/tools/cfg-generation/score.h

* Running ~/archive.sh will create report.zip automatically
» Please check the content of your zip file before submitting it to Canvas
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Project 3 Rubric

score is within its particular
section — Windows has 110
possible points, and
Android has 100. As each
section is worth an equal
amount of your overall P2
grade, we normalized the
Windows score by dividing
by 1.1 (and rounded up),
then averaged it with the
Android score to get your
final grade. So effectively,
each point in the table
above is worth half a

point of your final project
grade (slightly less for
Windows).

** - If Partial Credit column
is blank, there is no partial
credit for the question.
“Ratio” refers to
Levenshtein ratio, it's a
metric of similarity between
strings.



